
 

Taken from the NSPCC website: 
The risks and dangers of being online 

In our experience at Coddington: 
i.e. we have dealt with… 

Inappropriate content, including sexually 
explicit material  
Children and young people may see illegal or 
unsuitable content online, such as: 

 pornography 

 child abuse images 

 dangerous advice encouraging eating 
disorders, self-harm or suicide  

 excessive violence or race hate 
materials. 

Some websites show illegal content. Others 
that are legal might have unregulated advice 
or are meant for adults only. 
Children may come across this content by 
mistake, or they may look for it because 
they're curious. Promises of special offers or 
prizes can also draw young people in. 

We have had children show indecent screenshot 
images to other children on mobile phones and 
ipods in school. These devices are not allowed in 
school, the children smuggled them in. 
 
Children have shared their access to unsuitable 
websites with each other in their homes during 
sleepovers, teatimes, playdates, at the park etc. 
 
Children who have been disciplined by parents 
have gained access to forbidden sites through a 
sibling’s device or their friend’s device. And 
sometimes deleted the online trail to prove this. 
 
Children delete browsing history to keep their 
access secret. 
Many parents do not use parental locks on devices. 

Ignoring age restrictions  
 

 Some websites and games use age 
restrictions and checks to make sure 
that children don't see unsuitable 
content. 

 Children must be at least 13 to 
register on most social networking 
websites. But there's not a lot 
standing in the way of children joining 
at a younger age. 

 Age limits are there to keep children 
safe so you shouldn't feel pressurised 
into letting younger children join 
these websites. 
 

We have children as young as 5 playing games for 
adults like ‘Call of duty’ and ‘Grand Theft Auto’. It is 
more difficult for these children to regulate their 
rough play and use of offensive language. 
 
We have children in year 3 and 4 on social media 
where the limit is 13 years. Instagram and Oovoo 
have been the main vehicles through which the 
recent police investigation focused. 
 
We have children with Youtube accounts in their 
own names. Some have 100’s of followers. Anyone 
could be watching them. Often a ‘predator’ will use 
this information to search for their other online 
presence and try to groom through another 
method. Have you googled your child’s name and 
had a look what comes up? 

Friending or communicating with people they 
don't know 
 
Children and young people may chat or 
become 'friends' with people on social 
networks or online games, even if they don't 
know them or have never met them in person.  
The percentage of online friends that children 
didn't know outside of being online was: 
12% for 8-11 years olds in 2012 
29% for 12-15 year olds in 2013 
This makes children vulnerable to bullying, 
grooming and sharing personal information. 
Children in the UK have the 2nd highest 
number of social networking contacts in 
Europe. 
26% of children had between 100 and 300 
'friends' 
16% had more than 300 'friends’. 
 

There is a competitive element to collecting 
followers. This has to be monitored very closely by 
parents. Many of our children have been contacted 
by adults pretending to be children – even as 
young as 6 on the Moshi Monsters game. My view 
now is that it is becoming normal for this to 
happen. 
 
Do you count ‘friend of friend’ as ok? Our children 
have been bullied on behalf of someone else 
online, especially after a fall out with the main 
friend. 
 
Many of our children have kept quiet about this 
issue because they fear losing their internet 
access/devices. 
 
We have seen 1st hand how grooming happens 
over a period of time. It is a sickening thread to 
read, but a child is unaware it is happening as they 
believe the other person truly wants to be their 
friend and as they are making an effort to form a 
connection.  
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Grooming and sexual abuse 
 
Grooming is when someone builds an 
emotional connection with a child to gain their 
trust for the purposes of sexual abuse or 
exploitation, and often happens online. 
 

This was the subject of the police investigation 
involving some of our pupils last year which ended 
in a conviction and custodial sentence. Under 13 
year olds are so much more vulnerable to this, 
hence the age limit on most social media. Older 
teenagers often suss out the ‘weird’ contacts. Our 
children are actively being targeted by a whole 
active online population who if given the 
opportunity and a potential way in will try to 
befriend children. This sounds alarmist but it is all 
true. 

Sharing personal information  
Privacy controls can limit who can see your 
child's details, like their name, age and where 
they live. But when your child connects to 
someone as a 'friend', that person will have 
access to your child's personal information. 
Some 'free' games might ask your child to fill 
out lots of details before they can play and 
then illegally rent or sell this data on to others. 
  
Switch off or adjust settings using GPS or 
location tracking 
Lots of apps and social networking sites use 
software to locate where the user is. Children 
and young people can also reveal their 
location by tagging photos, such as on 
Instagram, or checking in on Facebook or 
Foursquare. 
This means that people can find out where 
your child lives, socialises, works or studies. 
 

We have children in school with open Instagram 
accounts i.e. they have not set any security settings 
and so strangers can see where they live etc. 
Children have been scared about being found by a 
stranger who knows they live in Newark. Bullying 
has taken place. There is no escape for children 
now. The online world intrudes into their home 
life. Children in our school are active online 
sometimes until the early hours. This can be a 
shock for parents as it is mostly hidden. 
Children have set up multiple accounts with 
different names. Parents may only have known 
about their 1st account. Children have used friend’s 
details to set up an account and pretended to be 
them, even using the account to bully others. 
Innocent children have got the blame. 
We have had a child set up an account using their 
friend’s parent’s name. The parent had a job that 
meant they were not allowed on social media and 
so this caused some problems for that parent. 
Parents have been shocked to find their children 
have multiple email accounts they didn’t know 
about (as many as 8). 
Building friends or followers is heaven for a 
predating adult as they have instant access to a 
whole new population of children. With a bit of 
delving you can uncover unusual activity – we will 
help you do this if you ask as we have developed a 
bit of a nose for it. 

Gambling or running up debts 
Many online games are free but offer the 
chance to buy items such as extra lives or new 
levels. So children may run up big bills without 
realising. 

This has caused issues for a few families, especially 
where children have known how to access saved 
payment methods on itunes and paypal. 
Sometimes by just observing parents do it and then 
trying it without permission. 

 
In summary, we advise you to: 

1. Please observe all age limits. 
2. Please do not let your children have devices in their bedrooms overnight – this 

includes phones. 
3. Disable webcams or cover with a plaster, especially if you allow your children to 

have them in their rooms. 
4. Think very carefully about allowing your child to have a smart phone before they 

reach secondary age. 
5. Monitor their online activity very carefully. Delve deeper to check they aren’t hiding 

anything from you including keeping an eye on download history and programme 
settings. 

6. Regularly monitor all chat threads and discuss issues as they arise e.g. what to do 
about bad language. 

7. Regularly sift through friend lists and delete suspicious individuals. 
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